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3.1 Al 0|0 E pre-action authorization / admission control

ACP= Of|0]HEQ| intent@} system state mutation AFO|Of|A Q{7+ ASHE| 7| Z admission control& 4
H5t= HZE AHAISCt [R1]. OAP= individual tool call 20| declarative policyE E7t5t22 signed
audit recordg MAMSHCE [R2]. ARM2 tool calls, returned data, denied actionsE &St provenance
graphS AHZSHC} [R4].

O] AEE2 241 71 714Ct d2{L SAZ2 OIO|ME =4 59| 57+ HE &= provenance-aware
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3.2 Prompt injection ¥0{2} capability control

CaMel2 trusted queryOl|A control flow2t data flowE £Z36t2, untrusted data’t program flowO|
S X2 REIEZ capability 7|8H2 2 data exfiltrationS WHA|5HCH [R3].
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i WA 2 XS] b= 7| HSHAU, Al T2 I%%é SHEE, A2 3= L oA 0.
2HO| T RULE A|AlSHR| @t=C

Lol_

N



3.3 OAuth / Keycloak / DPoP / RAR A&

RFC 86932 token exchangeZ Sall OAuth B9t EEE QA -8lE5t= STS +RE 492|514 [R5], RFC
9396 authorization_details& Edfl fine-grained authorization datag AE3StCt [R6]. RFC 9449&
DPoPZ token replayE &0|& proof-of-possession mechanismS 2| sttt [R7]. Keycloak
Authorization Services= resource server & PEP2} Az ™It 1R E A A ST} [RE].
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3.4 Kubernetes admission control S #€ admission X

Kubernetes admission webhook= APl 4|7} persistence &|7| & APl M7 mutating &&=
validating webhook& &&35H= &3 | 40|C} [RI].

Admission control AHAl= “A M TEH"0let= JO|M 77t 249| 7|[dSEe, g5 MEYE, Al
CHel 254, 2 2, 7|s=E gl 25, SM/EA 7 |s=23o| 2elets 28 F2E MAISHA| Y=

Ct.

3.5 Provenance, transparency log, audit receipt chain

W3C PROV= Gi|O|E == AFSC| AAHO]| 2HOJSE entity, activity, personOfl 26t provenance A2 S 2
23HCt [R10]. RFC 6962 2! RFC 91622| Certificate Transparency= append-only Merkle tree log2t
consistency proof=2 &7H ZAFE A[&StCt [R11][R12]. Sigstore= software artifact @2t Rekor
transparency log S A|33tct [R13].

O A2 &AL 7tsd, fIE=E YX|, provenance o0 = 71Tt delL 7|s=23 F0 2d 7|dSEe
I 25d-2A 28BS +™Astl, O 20| Iet =H V|s=3 St gER] == AH0l5t=

active control layer= OfL|C}

3.6 S4 &4} 42| STIR/SHAKEN/PASSporT

RFC 8224+= SIP originator identityS cryptographic signatureE A3&st= 28 J2|StCt [R14]. RFC
82252| PASSporT+= originating identity == telephone numberE signed token2& AZ33t1! [R15],
RFC 82262 telephone number authorityO 2t6t credential 7+ & CHEC} [R16]. RFC 85882
SHAKEN attestation level2} origination identifierS PASSporT claim22 &&tstCt [R17].
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3.7 28 £92l: EMV 3DS2} Strong Customer Authentication

EMVCo= EMV 3DS?} card-not-present fraud 2 2|2} e-commerce payment security &40 2A0|=
7|=0|2t1 MEHSHCE [R18]. EU Regulation 2018/389+ PSD2 5t2| strong customer authentication
2! secure communication standardsE AStCt [R19].
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3.8 S8

US 11,196,560 B2= &2 A=} token generating responsibility 2101 & E28 AIM5t=
authorization frameworkO|C} [R20]. US 11,245,682 B2= &t TCt 5 rule/condition ZEE E&hot



access token= MAMHSICH [R21]. US 8,887,286 B22t US 10,757,122 B2+ ¥ Z2&! Sl A2+ dE 0]
&2 0] 2ot IOJOI'Zf [R22][R23]. US 9,324,119 B2+ identity/asset risk score@t trendS A AHSICH
[R24]. US 2018/0285839 A12 immutable ledger overlay network& 0| &6t data provenance,
permissioning, compliance, access control /£ 0|C} [R25].
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R1 Marcelo Fernandez, Agent Control Protocol: O 0| ME |7t A0 A|AR A
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arXiv:2603.18829 2 AAFSH=E admission control A
https://arxiv.org/abs/2603.18829 X1| | StCt,
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https://arxiv.org/abs/2603.20953

R3 Edoardo Debenedetti et al., Defeating Prompt D=2 E QlAdM HO|E Q|5 trusted
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R5 RFC 8693, OAuth 2.0 Token Exchange HTTP/JSON 7|8t Security Token
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R8 Keycloak Authorization Services Guide 2| AN MB{ 2 Policy Enforcement
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R9 Kubernetes Dynamic Admission Control APl ME{7} A E X5t A
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R11 RFC 6962, Certificate Transparency TLS QIS M| Z2AE append-only

https://www .rfc-editor.org/info/rfc6962/ Merkle tree log0]| 7|25t11
inclusion/consistency proof2 ZrAt
StCY,

R12 RFC 9162, Certificate Transparency Version 2.0 Certificate Transparency v2.02 =
https://www.rfc-editor.org/info/rfc9162/ 270 22} ZEAL 7S 3 Merkle

consistency proof +2& & 9|5tC},

R13 Sigstore / OpenSSF Sigstore Cosign, Fulcio, Rekor
https://openssf.org/community/sigstore/ transparency log S8 Soff
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R14 RFC 8224, Authenticated Identity Management in SIP 2 EAIRL AlES
SIP cryptographic signature2 235t
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R17 RFC 8588, PASSporT Extension for SHAKEN SHAKEN IZ2{ 22|32 attestation
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R18 | EMVCo, EMV 3-D Secure 7t= HICHH 22HO|A fraud ZALt
https://www.emvco.com/emv-technologies/3-d- e-commerce payment security &
secure/ S+E 218t EMV 3DSE Al 5tCt,

R19 | Commission Delegated Regulation (EU) 2018/389 | PSD22| strong customer
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eng secure open standards of
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